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For ComplyScan Plus

Provides critical customizations not
available with AWS Backup Audit Manager



Executive Summary

« Backup architects and admins are using AWS Backup
Audit Manager (BAM) to ensure regulatory and SLA
compliance.

- Deploying BAM is complex, and the reporting is
limited.

« ComplyTrust has developed ComplyScan Viewer, a
freemium tool that visualizes critical AWS Backup
Status, and ComplyScan Plus, an app that adds active
customizations such as threshold-setting and
notifications.

« ComplyTrust is offering to a limited number of
qualified organizations a free ComplyScan Plus
license and support for 3 years to participants in the
Early-Bird Access Pilot program.
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AWS Backup & Backup Audit Manager VU
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AWS Backup

AWS Backup Audit Manager

Centralize backup across AWS Audit and report on compliance with

services and data stores business and regulatory policies

» Services: Amazon S3, Amazon EBS, Amazon Controls: Provides built-in compliance controls and
RDS including Amazon Aurora, Amazon enables you to customize those controls

DynamoDB, Amazon Neptune, Amazon , , .
DocumentDB, Amazon EFS, Amazon Reporting: Continuously evaluate backup activity and

FSx for NetApp ONTAP, FSx for Lustre and FSx generate audit reports
for Windows File Server, and FSx for

OpenZFS, Amazon EC2, and AWS Storage

Gateway.

« Data stores: Buckets, volumes, databases, and
file systems.



Where AWS Backup Audit Manager Fits
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Introducing ComplyScan Plus

» Cloud-Native - SaaS application that monitors and reports
global AWS Backup job activity; utilizes IAM and KMS security
authorization and roles; employs CloudTrail and CloudWatch
alerting, logging and tagging

« Ensures Snapshot Policy Compliance - With snapshot
monitoring and validation

«  Ensures RTO/RPO - Providing AWS Backup snapshot
validation services to meet your SLA requirements

»  Accelerates Recovery - With snapshot pipeline workflow

« Insightful - Data visualized to show peaks, valleys, trends, and
thresholds.

« Centralized - Single-pane-of-glass snapshot monitoring and
validation across accounts, regions, services, AWS Backup
Plans and On-Demand backups

«  Supports - AWS EC2/EBS today; EFS, FSx/Ontap, RDS, S3,
Storage Gateway coming soon

Architecture

v

ComplyTrust®

/

.

Amazon
EKS

Amazon
Route 53

Amazon
EC2

Bl 0.8

5;

AWS Backup Snapshots/

Backup Vault

|

e el — %

Event
Amazon

EventBridge

Rule

6\5 Amazon
Q CloudWatch

Lambda

AWS \

AWS Region




ComplyScan Plus: Easier Deployment VU
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ComplyScan Setup Wizard
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ComplyScan Plus: More Insightful
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ComplyScan Plus Reports

@ ComplyScan ®

csdemo csdemo @

hboard

& Backup ComplyScan

pshot Validator >

Event Type Resource ARN Backup Account Id

Backup State

o0l Reports

356D8C4A-C9A2-7B8E-3...

22E0B10D-7906-D93D-8...

9F28794F-74BC-C283-B4...

602D75FC-3C14-411D-BA...

9B51C375-D0A2-D9A8-47...

9B51C375-D0A2-DIAB-47...

D55577D1-3ABD-C632-C...

9F28794F-74BC-C283-B4...

117711 A0-2FBC-5671-F1...

69AZ8CE3-6F5D-38(9-26...

aws.backup

aws.backup

aws.backup

aws.backup

aws.backup

aws.backup

arn.aws:ec2ius-east-1:92...

arn:aws:ec2:us-east-2:92...

arn:aws:ec2:us-east-1:92...

arn:aws:ec2:us-east-1:92...

arn:aws:ec2:us-east-2:92...

arn.aws:ec2:us-east-2:92...

arn:aws:ec2:us-east-2:92...

arn:aws:ec2:us-east-1:92...

arniaws:ec2ius-east-2:92...

arn:aws:ec2:us-east-2:92...

8589934592

8589934502

N/A

N/A

N/A

N/A

8588934592

8583034592

08/12/2022 14:15:28

08/12/2022 14:11:48

08/12/2022 13:123:53

08/12/2022 13:23:37

08/12/2022 13:18:05

08/12/2022 13:11:46

08/12/2022 13:11:46

08/12/2022 13:02:15

08/12/2022 12:37:05

08/12/2022 12:35:10

37b2dd4a-6ef7-16df-c6b...

aaa60cb1-57ba-7423-b0...

99da7ad4-1935-ae03-ff8..

ae0d5acf-cff3-6dab-6e40...

fodfe074-3431-59b6-449...

fec92bbe-11eb-814d-e49...

b369d58e-8419-a837-db...

b9b3298¢-7cac-06d9-0a...

00bd0561-3644-4b34-d2...

867d93ba-9221-2552-d4...

08/12/2022 14:15:28

08/12/2022 14:11:48

08/12/2022 13:23:53

08/12/2022 13:23:37

08/12/2022 13:18:05

08/12/2022 13:11:46

08/12/2022 13:11:46

08/12/2022 13:02:15

08/12/2022 12:37:.05

08/12/2022 12:35:10

920511787854

920511787854

920511787854

920511787854

5920511787854

920511787854

920511787854

920511787854

220511787854

920511787854
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New Custom Controls for AWS BAM

Control name

Backup resources protected by
backup plan

Backup plan minimum frequency
and minimum retention

Backup prevent recovery point
manual deletion

Backup recovery point encrypted

Backup recovery point minimum
retention

Cross-Region copy
Cross-account copy
Backup Vault Lock

Backup Testing

Snapshot activity
Snapshot Cost

Additional RPO/RTO Metrics

Visualization

Control description
Evaluates if resources are protected by a backup plan.

Evaluates if backup frequency is at least [1 day] and retention period is
at least [35 days].

Evaluates if backup vaults do not allow manual deletion of recovery
points except by certain AWS Identity and Access Management (IAM)
roles.

Evaluates if the recovery points are encrypted.

Evaluates if the recovery point retention period is at least [35 days].

Evaluates if a resource is configured to create copies of its backups to
another AWS Region.

Evaluates if a resource has a cross-account backup copy configured.

Evaluates if a resource is configured to have backups in locked backup
vault.

Evaluates if backup testing is being done which is critical to NIST and
other security frameworks

Evaluates snapshot activity
Evaluates snapshot cost

Description

Dashboard with graphical representation of status, thresholds, and
alerts

Customizable parameters

None
Backup frequency; retention period

Up to 5 IAM roles that allow manual
deletion of recovery points

None
Recovery point retention period
AWS Region

AWS account ID

Min Retention Days; Max Retention
Days

Parameter
Parameter
Parameter

Parameter

AWS Config recording

resource type

AWS Backup: backup
selection

AWS Backup: backup plans

AWS Backup: backup
vaults

AWS Backup: recovery
points

AWS Backup: recovery
points

AWS Backup: backup
selection

AWS Backup: backup
selection

AWS Backup: backup
selection

Resource type
Resource type
Resource type

Resource type

AWS Backup
Audit Manager
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https://docs.aws.amazon.com/aws-backup/latest/devguide/choosing-controls.html



Looking Forward

2H22

+ AWS RDS snapshot .

validation

* On-Premise Agent for EBS

snapshot management and .
migration to AWS Cloud
(S3/Glacier)

* AWS Backup Single-File .

Restore capability

1H23

AWS Backup Snapshot
Malware/Ransomware
Scanning

AWS Backup Snapshot
Archive and Disaster
Recovery (DR)

Cross-account/cross-region
(DR), S3-Glacier (Archive)

AWS Backup Data Privacy
Compliance

ComplyScan®
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2H23

Single-pane-of-glass
management of both AWS
Backup and AWS ISV
Backup partner snapshots

AWS Backup Multi-Cloud
Disaster Recovery (DR)

Single-pane-of-glass multi-
cloud management of
AWS EBS/RDS snapshots
for DR (Azure, GCP, hybrid,
on-premise)
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ComplyScan Plus Pilot Program VU
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What you get What we need from you

ComplyScan Plus SaaS (Software-as-a-Service) |Deploy as part of your AWS Backup
environment

Free technical support to help configure AWS  |[Pay for services (AWS) not provided by
services, ComplyTrust

A free license for ComplyScan Plus for 3 years. |Provide on-going feedback to us about the
status of the deployment and features needed

Free white glove support for 3 years. Complete ComplyTrust Customer Beta
Registration Form

ComplyScan®
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